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Learning Objectives

2

Explain when a taxpayer needs an employer identification number
Understand when a taxpayer needs a new employer identification number
Know how to obtain IRS transcripts

Know how to set up and use a Tax Pro Account

Understand when a taxpayer may be entitled to injured spouse relief
Discuss IRS liens and levies

Know how to help a taxpayer respond to an IRS lien or levy

Recognize current cybersecurity threats for taxpayers and tax practitioners
Understand some sources of income for an influencer or a streamer
Explain the tax obligations for a gig worker

Explain the reporting obligations for a business that makes payments to a gig worker
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Issue 1: Employer Identification Numbers

(Pages 207 - 211)



V/ f@ EIN Application Assistant

Help | Apply for New EIN | Exit

EIN Assistant

Important Information Before You Begin

Use this assistant to apply for and obtain an Employer |dentification Number (EIN).
Do | need an EIN?
Do | need a new EIN?

For help or additional information on any topic,
click the underlined key words, or view Help
Topics on the right side of the screen. Make
About the EIN Assistant sure that pop-ups are allowed from this site.

« You must complete this application in one session, as you will not be able to save and return at a later time.
« For security purposes, your session will expire after 15 minutes of inactivity, and you will need to start over.
« You will receive your EIN immediately upon verification. When will | be able to use my EIN?

« If you wish to receive your confirmation letter online, we strongly recommended that you install Adobe Reader before beginning the
application if it is not already installed.
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V/ If%@ EIN Application

ss_4 Application for Employer Identification Number OMB No. 1545-0003
Form

(For use by employers, corporations, partnerships, trusts, estates, churches, EIN

(Rev. December 2019) government agencies, Indian tribal entities, certain individuals, and others.)
Department of the Treasury > Go to www._irs.gaw‘farmSSt! for ir'_lstructiuns and the latest information.
Internal Revenue Service > See separate instructions for each line. P Keep a copy for your records.

1 Legal name of entity (or individual) for whom the EIN is being requested
T:-'-'_'- 2 Trade name of business (if different from name on line 1) 3  Executor, administrator, trustee, “care of” name
o
‘0 | 4a Mailing address (room, apt., suite no. and street, or P.O. box)| 5a Street address (if different) (Don't enter a P.O. box.)
E
& | 4b  City, state, and ZIP code (if foreign, see instructions) 5b City, state, and ZIP code (if foreign, see instructions)
5 |
EJ_ 6 County and state where principal business is located
e

7a Name of responsible party 7b  SSN, ITIN, or EIN
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B‘ // Iﬁ;@ Sole Proprietorship

A sole proprietorship will need a new EIN if any of the
following are true:

You file bankruptcy under Chapter 7 (liquidation) or
Chapter 11 (reorganization)of the Bankruptcy Code

You incorporate

You are a sole proprietor and take in partners and operate
as a partnership

You are establishing a pension, profit sharing, or
retirement plan
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7// 1%@ Corporations

A corporation will need a new EIN if any of the following are
true:

* You are a subsidiary of a corporation and currently use
the parent’s corporate EIN

 You become a subsidiary of a corporation

 The corporation becomes a partnership or a sole
proprietorship

* You create a new corporation after a statutory merger

 You receive a new corporate charter
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7// f"‘@ Partnerships

A partnership will need a new EIN if any of the following are
true:

 You incorporate

 One partner takes over and operates as a sole
proprietorship

 The partnership is terminated (no part of any business,
financial operation, or venture of the partnership
continues to be carried on by any of its partners in a
partnership) and a new partnership is begun
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7///@ Lost or Misplaced EIN

Lost or Misplaced Your EIN?

9
E—

Find the computer-generated notice that was issued by
the IRS when you applied for your EIN. This notice is
issued as a confirmation of your application for, and
receipt of an EIN

Ask the IRS to search for your EIN by calling the
Business & Specialty Tax Line at 800-829-4933. The hours

of operation are 7:00 a.m. - 7:00 p.m. local time, Monday
through Friday
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Issue 2: Tax Transcripts

IRS ISSUES CHAPTER 6 (Pages 212 - 216)
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11

Masked Transcripts

Last four digits of any SSN: XXX-XX-1234
Last four digits of any EIN: XX-XXX4321
Last four digits of any account or telephone number

First four characters of the first and last name for any
individual (first three characters if the name has only four
letters)

First four characters of any name on the business name line
(first three characters if the name has only four letters)

First six characters of the street address, including spaces

All money amounts, including wage and income, balance due,
interest and penalties

IRS ISSUES CHAPTER 6 (Page 212)



Transcript Types:

 Tax Return Transcript
 Tax Account Transcript
 Record of Account Transcript

 Wage and Income Transcript
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@ Tax Return Transcript
X IRS

 Shows most line items including adjusted gross income
(AGI) from original tax return (Form 1040 series) as filed,
along with any forms and schedules

 Doesn’t show changes made after original return was
filed

* Available for the current tax year and returns processed
during the prior three years
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7/// Ii;@ Tax Return Transcript Cont.

* Usually meets the needs of lending institutions offering
mortgages and student loans

 Applies to Individual taxpayers and Business Entity
taxpayers

« BMF transcripts are limited to Forms 1065, 1120, 1120-H,
1120-L and 1120-S

(Page 212)
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Vy// Iﬁ;@ Tax Account Transcripts

 Shows basic data such as return type, marital status,
adjusted gross income, taxable income and all payment

types
« Shows changes made after original return was filed

* Available for the current tax year and up to 10 prior years

 Applies to Individual taxpayers and Business Entity
taxpayers
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@ Wage and Income Transcript
X IRS

16

Shows data from information returns received such as
Forms W-2, 1099, 1098 and Form 5498, IRA Contribution

Information

Complete income information may not display on the
transcript until all earnings are reported

This transcript is available for up to 10 prior years
Applies to Individual taxpayers only
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Issue 3: Tax Pro Account

IRS ISSUES CHAPTER 6 (Pages 217 - 219)



m Tax Pro Account — Tax Professionals Page
E / IRS J

| @ Chanoes & sonprofes. | E Tax Pros

18
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(Page 217)

Credits & Deductions

Enrolled Agents

Arvrvaal filln; L et qu;f BETE
Participants

Enrolled Retirement Flan Agents

Certified Professional Employer
Organization (CPEO) E-Services PTIN System

BER Online toolt for tas professionals Statut @ O -
Enrolled A tuaries

Eerews or reginier 7o

E-File Prowviders
Renew or Register

Modermired . File

Request Power of Attorney or Tax Information Authorization
Review options (o ubimit gosver of atiorney (POA) or tae information sputhorizaton (TIAN Choose from Tax Pro ACCount
Submit Forms 2848 and 8521 C

Get Continuing Education

L P Wabinars, Matkormwids Tas

Ve aos regdinani




m Registering to use the Tax Pro Account
p / IRS 9 J

To use Tax Pro Account, individuals must create an account and
verify their identity.

= Individuals already registered for Secure Access (e.qg., Get Transcript, e-Services) can
use the Tax Pro Account to initiate POAs and TlAs

« New users will need to create an account with ID.me

= To verify your identity with ID.me, you will need a photo ID and a device with a camera

=  Frequently asked questions with help links are available right on the sign-in page for
Tax Pro Account & Online Account in case you or your clients have any questions
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7// Iﬁ;@ Benefits of the Tax Pro Account

Tax Pro Account Benefits:

* Provides all-digital process to initiate and sign
authorization requests

 Records most authorizations immediately to CAF; some
may take 48 hours

« Eliminates manual reviews, allowing faster service for
taxpayers
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Y9 oni
WIRS Online Accounts

“' Charite & Nonpiohts E Tak Pren

v H | Helping people understand and
. _ meet theirta respansibites |
' T

How can we help you? i

21

Q Gt Your Refund Suatus E:I Sign in te Your Account Q Find Your Child Tax Credit Payment

information

@ File Your Tawes for Fres @ Gt Your Tax Record E Make o Payment

0 Gt Angwers to Your Tax Questions _!;:l_ Apply for an Employer ID Mumber (EIN) @ Get Economic iImpact Payment
Information

IRS ISSUES CHAPTER 6

Access Online Account

_ Taxpayers can access their

online account from the
IRS.gov home page

(Page 217)



Iﬁ;@ Step-by-Step Instructions

/e

nstructions for Tax Pro Account and Online Account

RS Webinars: Search “Digital Day” at
earch “webinars” at IRS.gov www.irsvideos.gov

» Help
WIRS Vide OQG’( digtl day Q

Individuals B Tax Profe | Governments Charities & Non-Profits Multilingual

X Reform for You

Tax Reform Basics for the Qualified Business Income Deduction (Section 199A)
This webinar highights the basics of the qualified business income:deduction, updated to incorporate quidance issued in
January 2019,

Tax Reform Basics for Employers
This webinar highlghts changes impacting employers: including the employer credit for paid family and medical leave,
employes achievement awards, qualified transportation fringe bensfits and other provisions impacting employers.

g&%IRS Help News English v | @ Charities&Nonprofits | [&] TaxPros

File Pay Refunds  Credits & Deductions Forms &Instructions

Home / File / Businesses and Self-Employed / Small Businessand Self-Employed / Webinarsfor Tax Practitioners

Webinars for Tax Practitioners

Tax Reform Basics for Small Businesses and Pass-Through Entities

Individuals

Upcoming Webinars Related Resources This webinar highiights changes, including section 179 expensing, bonus depreciation, lke-kind exchanges, and extending
Businesses and Self-Employed the time limit for filing an administrative claim and for bringing a suit for wrongful levy. This webinar also provides an overview
« World of Offer in Compromise - Follow-Up Q &A Session (September 14, 2022) « Practitioner Local Liaison Meetings ofthe deduction for qualfied busingss income, section 1994
* Digital Day by IRS' Online Services (September 15, 2022) and Seminars
Small Business and Self-Employed « Quarterly Uj rogram & Policy Updates from SBA, DCEO, RS, « Tax Practitioner Institute Classes Tex Reform Basics for Individuals and Families o ) . )
P — This webinar highlghts changes to standard deductions, personal exemptions, temized deductions, chid tax credit and other

SBAC (September 15; December 15, 2022)

Innocent Spouse Relief (September 20, 2022)

Bankruptey_and the IRS Presented by Chief Counsel (September 20, 2022)
Business Taxes « Understanding Form 1042-S, Foreign Person’s U.S. Source Income Subject to
Withholding (September 22, 2022)

28th Annual Tax Practitioner and IRS Fall Seminar (October 26, 2022)

Workshops and Other Events in
‘Spanish for Small Businesses

Employer ID Numbers changes.

Tax Reform Due Diligence Requirements
& This webinar gives tax professionals updates and guidance on how the TCJA provisions will affect their due diigence
| requirements. It also addresses common errars, how to avoid them and applicable penalties if requirements are not mat.

Reporting Information
Returns

Understanding Tax Reform Basics about Opportunity Zones
This webinar defines what is a Qualiied Opportunity Zone, discusses the tax bensfits of investing in a Qualified Opportunity
Fund, and covers the requirements of becoming an Opportunity Fund.

World of Offer in Compromise - Follow-Up Q & A
Session

This free webinar is a follow-up session that will address questions received during ) All Presentations ) All Webinars » Privacy Policy ) Check System
the May 26, 2022 webinar where the following topics were covered:

Self-Employed
Starting a Business

Operating a Business
« Define an Offerin Compromise
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m Online Account landing page describes
IRS the features and takes you to sign in

.
fmIRS English | ﬂ"‘ Charities & Nonprofits | E Tax Pros

File Pay Refunds Credits & Deductions Forms & Instructions

Home J File [/ Individuals f YourInformation / Your Online Account

Your Online Account

English | Espariol | 5332 (i) | =32 (2282) | == 0f | Pyccknii | Tiéng Viét | Kreyol ayisyen

Access your individual account information including balance, payments, tax

Individuals
records and more.

Related Information

Who Should Fil
1o ~heu e Sign in to your Online Account = Appeals

How to File = Topic No. 653 IRS Motices and Bills,
If you don't have an existing IRS username or ID.me account, have your photo Penalties, and Interest Charges
When to File identification ready. More information about identity verification is available on the
sign-in page.
Where to File >
Access Tax Records Need to Pay?
Your Information * View key data from your most recently filed tax return, including your adjusted See your payment options.

gross income, and access transcripts
= View information about your Economic Impact Payments
= View information about your advance Child Tax Credit payments

Tax Record (Transcript)

‘Fhird Party Authorizatiory = View digital copies of certain notices from the IRS View Your Balance
Students . = View the amount you owe and a breakdown by tax year
Make and View Payments .
Employees * Make a payment from your bank account or by debit/credit card View or Create Payment Plans
© You can also make a guest payment without logging in * Learn about payment plan options and apply for a new payment plan
Parents * View 5 years of payment history, including your estimated tax payments * View details of your payment plan if you have one
= View any pending or scheduled payments
Military View Tax Pro Authorizations
Seniors & Retirees Manage Communication PrEfe rences = View any authorization requests from tax professionals
. . = Approve and electronically sign Power of Attorney and Tax Information
* IGapaperlessidneanaminotces Authorization from your tax professional
Businesses and Self-Employed * Get emall notifications for new notices
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WIRS Online Accounts

@ IRS

24

Account Home Account Balance Payment Options

Welcome BILLY BAKER

0 Important Message from the IRS

BILLY BAKER & Profile FHelp

Payment Activity Tax Records Notices and Letters Authorizations

The IRS iz l:phing steps to help taxpayers alfected by COVID-19. See our Coronavitus Tex Helief page for more infoarmation

Account Status

Total Amount Owed
as of March 29, 2022

$0.00

o Balance Detalls

Payments

Jiow Pavment Options

Yiew Payvment Activity

IRS ISSUES CHAPTER 6

Notifications

There are no notifications at this time

Records
View Tax Records for

= Hey information from your most recent tax return
= Advance Child Tax Credit illu1i||\1nrn1n1||:l|1

= Econamic impact Payment filing information

« Downloadable tax records

Yiew Notices and Letters for cormespondence from the IRS

View suthorizations for online requests from tax professionals

= Logout

(Page 218)



m Diqgital Authorization Process
E / IRS 9

ijm IRS JOHN DOE

Tax Pro Account Home Reguest POA Request TIA Authorizations

Welcome JOHN DOE

o Important Message from the IRS

Tax Professional Account is now ready for you to use to initiate a Power of Attorney or Tax Information Authorization for the taxpayer. Please read the "Before
You Start” information to make this process as sasy as possible

Read leos

Request Authorization for an Individual Taxpayer T T T

Submit a request anline for power of attorney (POA) or tax information authorization (TIA) for an individual taxpayer. The 8821

taxpayer can log in to their IRS account to review and electronically sign the authorization reguest at wwe irs gov account 08

You can also submit

authorizations with forms
REQUEST PODA REQUEST TIA srrr 2840, f " Artorm

Avthorization

25 IRS ISSUES CHAPTER 6 (Page 219)



m Email to Taxpayer for a Pending
IRS Authorization

S

SRS

You Have a New Notification in Your Online Account

Dear Taxpayer,

Sign in to your account to view your notification.

You're receiving this email because you have an IRS online account. We won’t initiate email contact with you without your

consent.

Update your email notification preferences online at IRS.gov/account.

If you have questions about this email, please contact us.

Don’t reply to this email. We don’t monitor replies.

IRS Privacy Policy
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¥ Emai
7/ RS Email to Tax Pro

From Email address: Internal Revenue Service <DoNotReply@taxproaccount.irs.gov=

You Have a New Notification in Your Tax Pro Account

Dear Tax Professional,

Sign in to your account to view your notification.

You're receiving this email because you have an IRS Tax Pro Account. We won't initiate email contact with

you without your consent.

Update your email notification preferences anline at |BS, pov/taxnroaccount I:é

If you have questions about this email, please contact us.

Don't reply to this email. We don't monitor replies.

27 IRS ISSUES CHAPTER 6 (Page 219)
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Issue 4: Injured Spouse Relief

IRS ISSUES CHAPTER 6 (Pages 220 - 229)



m Injured Spouse vs. Innocent Spouse
p_ // RS 0P °

* Injured spouse
* Innocent spouse
-Files MFJ

-Seeks relief from liability

29 IRS ISSUES CHAPTER 6 (Page 220)
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7// RS Refund Offsets

 Bureau of the Fiscal Service (BFS) administers
the Treasury Offset Program

« Tax Refund or overpayment may be reduced by
BFS to pay:

-Past due child support
-Delinquent student loans
-State income tax obligations

-Unemployment compensation debt

(Pages 220 — 221)
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7///@ Injured Spouse Claim

To qualify as an injured spouse, a taxpayer must meet the
following requirements:

« Taxpayer filed a joint tax return

« Taxpayer is not liable for his or her spouse’s past-due debt to
which the overpayment is applied

 Taxpayer made and reported tax payments or claimed
refundable credits on the joint return

Injured Spouse files Form 8379

31 IRS ISSUES CHAPTER 6 (Page 221)



F///Iﬁ;@ Injured Spouse Claims - Filing

Non-obligated spouse must File Form 8379, Injured
Spouse Allocation to request his/her share of refund

- Before offset occurs: Attach F8379 to paper return
and write “Injured Spouse” on top left corner

« After offset occurs: File stand alone Form 8379
including both spouse’s SSN in the same order as
they appear on the tax return

 The Injured Spouse is required to sign the stand
alone form for processing.
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V/ Iﬁ;@ Form 8379 Allocations

[Formm: BT (R, 11-2021)

o 8379 Injured Spouse Allocation OME No. 15450074
(Fisww. Nowsmibar 2021) —
Deparnimant of the Trassury * GO o WWWLINs. oV FomESTE Tor Instructions and the latest Information. fAmachment 4o,
Should You File This Form? You must complete this part.
1 Enter the tax year for which you are filing this form - . Answer the following questicns for that year.

2 Did you (or will you) file 8 joint return?
[ Yes. Go to lins 3.
O Me. Stop here. Do not file this form. You ars not an injured spousea.
3 Did (or will) the IRS use the joint overpayment to pay any of the following legally enforceabls past-due debit(s) owed only by your
spousa? Sea instructions.
= Fedseral tax  » State income tax  + State unemployment compensation = Ghild support
= Spousal support = Federal nontax debt (such as a student loan)
O Yes. Go to line 4.
[[] Meo. Stop here. Do not file this form. You are not an injured spouse.
Mote: If the past-dus amount is for a federal tax liability owed by both you and youwr spouse, you may qualify for innocant
spoussysdiaf for the year to which the joint overpaymeant was (or will bs) applisd. Sea lnnocaent Spouse Relaf in the
instructpns.
4 Are you legally obligated to pay this past-due amouwnt?
[[] Yes. Stop here. Do not file this form. You are not an injured spouse.
Mote: If the past-dus amount is for a federal tax liability owed by both you and youwr spouse, you may qualify for innocant
spousse reflief for the year to which the joint overpayment was (or will be) applied. Sea lnocent Spouse Relaf in the
instructions.
O Mo. Gotoline 5a.
&a Were you a resident of a community property state at any time during the tax year entered on line 17 See instructions.
[0 Yes. Enter the nameiz) of the community property state(s)
Go to line 5b.
[0 Meo. Skip line Sb and go to line 6.
b i you answered “Yes™ on line Sa, was your marriage recognized under the laws of the community property stateds)? See
instructions.
[[] Yes. Skip lines & through 9. Go to Part Il and compdste the rest of this form.
O Me. Gotoline 6.
& Did you makes and report payments, such as federal income tax withholding or estimated tax payments?
O Yes. Skip lines 7 through 9@ and go to Part Il and complete the rest of this form.
[0 Mo. Gotolins 7.
T Did you have earmad income, such as wages, salares, or seff-employment income?
O ¥es. Go to lins 8.
[0 Neo. Skip line 8 and go to line 9.
8 Did jor will) you claim the eamed income credit or additional child tax credit?
[0 Yes. Skip line 9 and go to Part Il and complete the rest of this form.
[0 Me. Gotolins 9.
9  Did for will) you clsim a refundable tax credit? See instructions.
[0 Yes. Go to Part Il and complets the rest of this form.
[0 Mo. Stop here. Do not file this form. You are not an injured spouse.

Ll Information Abowt the Joint Return for Which This Form ls Filed

10 Enter the following information exactly as it is shown on the tax retum for which you are filing this form.
The spouss’s name and social security number shown first on that tax return mest also be shown first balow.

First narna, initial, and |n= name shown first on tha ratum Social security nusmiar shown first H injured spousa,
chack hara & O

First narna, initial, and [n=t name shown sacand on tha ratum Socinl securty rumiar shown socond | injured spouss,
chack hara &

14 Check this box only if you want your refund issued in both names. Otherwise, separate refunds will be issued for each
spousa, if applicable . . . . . . . o L oL L L Lo L Lo Lo o oo

12 Do you want any injured spousse refund mailed to an address different from the one on your joint returm? O Yes O Me
H “Yes,” enter the address. If a foreign address, sea instructions.
Tmbar and stract City, town or post affice, stats, end ZIP code
For Paperwork Reduction Act Notice, see ssparats Instructions. Cat. No. 8247400 Foem B3TO [Rov. 11-2021)

33 IRS ISSUES CHAPTER 6
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Page 2

Part [l

Allocation Between Spouses of lems on the Joint Retumn. See the separate Form 8379 instructions for Part (11,

Allocated ltems (a) Amount shown | (b) Allocated to () Allocated to
(Column (&) must equal columns (b) + (c) on joint return mjured spouse other spouss

13 Income: a. Income reported on Formis) W-2

b. All other income

14 Adjustments to income

15 Standard deduction er itemized deductions

16 Monrefundable credits

17 Hefundable cradits (do not include any samed mcome cradi)

18 Other taxes

19 Faederal income tax withheld

2 Payments

Signature. Complete this part only if you are filing Form 8379 by itself and not with your tax retum.

Under panatties of parury, | Gectars that | have examined tis form and any accompanying schedules or statements, and 1o tha best of my knowlsdgs
and belled, thay ana true, commect, and complate. Declaration of preparer (other than taxpayer) ks based on all Information of which preparer has any

Keap 2 copy of| Injured spouse’s sonature Dt P fmber

s Fom i

YOUF TRConS

. PrinbiType praparsee’s rame Praparer’s signaturs [iate PTI
Paid | Creck| [l
PFEI ' FirmT's nams & FIme's EIN & |
Use Only [ o2 | s BN | |
Firmi's address e Phone .

Form 8379 R, 1

1=2021]

(Pages 223 — 229)
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Issue 5: Liens and Levies

IRS ISSUES CHAPTER 6 (Pages 230 - 241)
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FEDERAL TAX LIENS

« Statutory Lien

* Notice of Federal Tax Lien (NFTL)
« NFTL filing

* Lien priority
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yy//IRS Federal Tax Lien cont.

« NFTL Duration (Collection Statute — CSED)
* Lien release

e NFTL refile

36 IRS ISSUES CHAPTER 6 (Page 232 - 233)



7// If%@ Appeal Rights

* Appeal Rights
* Collection Due Process (CDP)

* Collection Appeal Program (CAP)
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V///Iﬁ@ Complex Lien Issues

Complex Lien Issues

* Discharge (Publication 783)

* Subordination (Publication 784)
* Withdrawal
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Federal Tax Levy

* All property and rights to property
 Requirements

* Property Subject to Levy

* Property Exempt from Levy
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85/ G redoraTax Lowy cont

Federal Tax Levy, continued
* Avoid Levy

 Release Levy

 Appeal a levy

 Recover Seized Property

40 IRS ISSUES CHAPTER 6 (Page 239 - 240)
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Issue 6: Cybersecurity

IRS ISSUES CHAPTER 6 (Pages 242 - 246)



V///Iﬁ@ Common Scams

Economic Impact Payment (EIP) (“stimulus”) phishing

Economic Impact Payment (EIP) (“stimulus”) smishing

Spear-phishing Campaign — Account on Hold

Scams targeting non-English speakers

Business email Compromise (BEC) or Spoofing

42 IRS ISSUES CHAPTER 6
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W f@ Pandemic Related Tax Scams

YIRS

File Pay Refunds

Help News English « ‘ ‘,"" Charities & Nonprofits ‘ E Tax Pros

Credits & Deductions Forms & Instructions

Home / QOurAgency / Criminallnvestigation / Press Releases / IRS Criminal Investigation sees surge in scams tied to Economic Impact Payments

IRS Criminal Investigation sees surge in scams tied to
Economic Impact Payments

A Closer Look

Volunteer

Tax Statistics

Do Business with the IRS

Privacy Policy

43 IRS ISSUES CHAPTER 6

Date: August 30, 2021

Contact: newsroom@eci.irs.goviA

WASHINGTON — The Internal Revenue Service received a record number of reports about Economic Impact
Payment scams in June and July 2021.

"Even though taxpayers have received multiple rounds of Economic Impact Payments, we saw phishing scams
surge this summer," said Jim Lee, Chief of IRS Criminal Investigation. "The number of reported scam attempts
reached levels we haven't seen in more than a decade. More than ever, it is important for taxpayers to continue
to protect their personal information and not fall victim to these scams."

(Page 242)



V//f@ Economic Impact Payments Phishing Email

From: IRSOffice <noreply.mailadmin@prwire360.com=>

Date: November 23, 2021 at 6:29:11 AM CST

To:

Subject: Re: You are eligible to receive a tax status on Nov 23, 12:29:02 pm.

YIRS

Third Round of Economic Impact Payments Status Awvailable.

After the last annual calculations of your fiscal activity we have determined that
you are eligible to receive a payment of $532.00

We understand the challenges your business is facing due to the massive
disruption caused by the Coronavirus (COVID-19) pandemic and want to provid:
you with funds to help you weather these difficult times.

Please click below to submit your application

Get Started

Questions? We're here to help. Call us at 1-800-659-2955 | TTY/TDD: 1-800-877-
8339 Office of Disaster Assistance U.S. Small Business Administration

Case-
Custo...120.txt

44 IRS ISSUES CHAPTER 6 (Page 242)
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EIP Phishing Landing Page

Carrier 11:33 AM ()

BE= An official website of the United States Government

gs@ IRS Espafiol | Exit®

<

THIS U.S.
GOVERNMENT
SYSTEM IS FOR

AUTHORIZED USE
ONLY!

Use of this system constitutes consent to
monitoring, interception, recording, reading,
copying or capturing by authorized
personnel of all activities. There is no right to
privacy in this system. Unauthorized use of
this system is prohibited and subject to
criminal and civil penalties, including all
penalties applicable to willful unauthorized
access (UNAX) or inspection of taxpayer
records (under 18 U.S.C. 1030 and 26
U.S.C. 7213A and 26 U.S.C. 7431).

AA  @irs.profile-tax-relifefs.online G

g

(Page 242)
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Home / News / News Releases / IRS reportssignificant increase in texting scams; warns taxpayers to remain vigilant

IRS reports significant increase in texting scams;
warns taxpayers to remain vigilant

English | Espafiol | H3Z ({&ifA)

More In News +

IR-2022-167, September 28, 2022

WASHINGTON — The Internal Revenue Service today warned taxpayers of a recent increase in IRS-themed texting scams aimed at stealing
personal and financial information.

So far in 2022, the IRS has identified and reported thousands of fraudulent domains tied to multiple MMS/SMS/text scams (known as
smishing) targeting taxpayers. In recent months, and especially in the last few weeks, IRS-themed smishing has increased exponentially.

Smishing campaigns target mobile phone users, and the scam messages often look like they're coming from the IRS, offering lures like fake
COVID relief, tax credits or help setting up an IRS online account. Recipients of these IRS-related scams can report them to phishing@irs.gov

™.
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7/ f@ SMS/Text Message (smishing)

< @ g Carrier & 9:04 AM ()
B EE= An official website of the United States Government
1 o Espafiol Exit &
us.reveneu.servce.4658129@anissnail.live @ IRS = |

Message

IRS.gov

You have received tax relief in
disaster situations

Status Amount of $303,40 is
available to claim.

IR-2022-156, Saturday 17
September.

September is National
Preparedness Month:

IRS urges everyone to update and
secure their records to prepare now
for natural disasters.

Submit Application & Complete
Registration From here.

http://lubinaf.me/?irs-deducted-
taxes-record=

Original SMS/text message
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THIS U.S.
GOVERNMENT
SYSTEM IS FOR

AUTHORIZED USE
ONLY!

Use of this system constitutes consent to
monitoring, interception, recording, reading,
copying or capturing by authorized
personnel of all activities. There is no right to
privacy in this system. Unauthorized use of
this system is prohibited and subject to
criminal and civil penalties, including all
penalties applicable to willful unauthorized
access (UNAX) or inspection of taxpayer
records (under 18 U.S.C. 1030 and 26
U.S.C. 7213A and 26 U.S.C. 7431).

AA @ usa.get.dlsaster.tax ©

e w
Phishing website
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EE= An official website of the United States Government

@IRS English v ‘ L",‘ Charities & Nonprofits ‘ E Tax Pros

File Pay Refunds Credits & Deductions Forms & Instructions

Home / News / News Releases / Latestspearphishing scams target tax professionals

Latest spearphishing scams target tax professionals

English | Espafiol | S5 ({&i4A)

Topics in the News IR-2022-36, February 16, 2022

WASHINGTON — With tax season in full swing, the Internal Revenue Service, state tax agencies and tax industry today warned
News Releases tax professionals of new email scams that attempt to steal their tax software preparation credentials.

The Security Summit partners warned these scams serve as a reminder that tax professionals remain prime targets for thieves.

News Releases for Frequentl . . . e .
9 y These thieves try to steal client data and tax preparers' identities in an attempt to file fraudulent tax returns for refunds.

Asked Questions
The latest phishing email uses the IRS logo and a variety of subject lines such as "Action Required: Your account has now been
Multimedia Center put on hold." The IRS has observed similar bogus emails that claim to be from a "tax preparation application provider." One
such variation offers an "unusual activity report" and a solution link for the recipient to restore their account.

Tax Relief in Disaster Situations "Scams continue to evolve, and this one is especially sinister since it threatens tax professional's accounts,” said IRS
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Subject: Action Required: Your account is on hold (TXP099497)
From: "IRS.gov"” <notification_taxpro.irs.gov@spoe-essling.at>
Date: Thu, February 03, 2022 7:16 pm

To:

W IRS

Your account has been put on hold

ALL tax preparers are required to apply a security feature to their Tax Pro account towards 2021 Tax
Returns processing.

e You have not updated your account

It is mandatory that you update your acclount immediately.

Please click https:/ /www.irs.gov/pro—service/Update.asp to update your account now.

Important

Failure to update your account within the next 48hours will lead to your account being terminated and be
barred from filing tax returns claims for 2021 tax season. Your access will be restored once you have
updated your details.

Sincerely,
IRS.gov eServices
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7/ m Account On Hold Landing Page

E An official website of the United States Government

Espailol | Ext

WIRS

Please select your software below to get started

fowsan DrakeSoftware iz OLTemo MU

Professional Tax Software Ofﬁc Lt LaCerte Tax

Infurt InfuIt
ProConnect'Tax  ProSeries' Tax

Grotasprocon  [TaxPro

PROTAYLINK

R

P i -
{»AU TaxProAlliance fi, ' THOMSON REUTERS TAXMBNSE
Rl GHTWAY Yoo et 1. We G . v, Toos § Sevon

TaxWise Tawiseone UTAXT TANSKON  OTaxSlayer
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g An ofcial website of the United Stales Government

HWIRS

Espail | Ext®

InfuIt
ProConnect” Tax

User ID
Enter Software User ID

Password

D Remember me

A 1le Privacy Policy and Terms of Use.
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* Business email compromise (BEC)

* Hijacking an email account or an email server to
intercept business transactions and redirect
payments

* Business email spoofing (BES)

 Sending spoofed email from an external account
pretending to be a company executive authorizing
an irregular payment transaction
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* Phishing@irs.gov
Do not reply
Do not open attachments or links
* Forward phishing email

 Businesses who are victims of SSN/W2 theft (e.qg.,
BEC/BES W2 scams)

« dataloss@irs.gov

* IRS.gov keyword search “Stakeholder Liaison”
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Pub 4524 Security Awareness

Security Awareness For Taxpayers

IRS "
TAXES. SECURITY. TOGETHER.

The IRS, the states and the tax industry are committed to protecting you from identity theft. We've strengthened our
parinership to fight the nation’s common enemy — the criminals — and to devote ourselves to a common goal — senving you.
Working together, we've made many changes to combat identity theft. We are making progress. However, cybercriminals
are constantly evolving, and 50 must we. The IRS is working hand-in-hand with your state revenue officials, your tax
software provider and your tax professional. But, we need your help. We need you to join with us. By taking a few simple
steps fo protect all of your digital devices, you can better protect your personal and financial data online and at home.

Please consider these steps to protect yourself from identity thieves:

Keep Your Computer and Mobile Phone Secure

+ Use security sofiware and make sure it updates automatically; essential tools include:
* Firewall
* Virug/malware protection
* File encryption for sensitive data

+ Treat your personal information like cash, don't leave it lying around

+ se strong, unique passwords; consider a password manager

* Use 2-Factor Authentication

+ Give personal information only over encrypted websites - look for hitps” addresses

+ Back up your files

Avoid Phishing Scams and Malware
Identity thieves use phishing emails to trick users into giving up passwords and other information. Don't take the bait. Look for:
+ Emailz that pose as trusted source, i.2. bank, tax provider;
* Emails with an urgent message, i.e. update your account now!, with instructions to open a link or attachment
* Never download software or apps from pop-up advertising
+ Talk to family about online security, both with computers and mobkile devices

Protect Personal Information

Dion't routinely carry your or any dependents’ Social Security card or documents with an SSN. Do not overshare personal information
on social media. Information about past addresses, a new car, a new home and even your children help identity thieves pose as you.
Keep old tax retums and tax records under lock and key or encrypted if electronic. Shred tax documents before frashing.

Avoid IRS Impersonators. The IRS will not call you with threats of jail or lawsuits. The IRS will not send you an unsclicited email
suggesting you have a refund or that you need to update your account. The IRS will net request any sensitive information online.
These are all scams, and they are persistent. Don't fall for them. Forward IRS-related scam emails to phishing@irs gov, Report IRS-
impersonation telephone calls at www tigha goy,

Additional steps:

= Check your credit report annually; check your bank and credit card statements often.

* Review your Social Security Administration records annually: Sign up for My Social Secunty at www.ssa gov.
= If you are an identity theft victim and your tax account is affected, review www.irs govidentitytheft for details.

IRS ISSUES CHAPTER 6
S

Useful Tools for You and
Your Clients

Pub 5027 ID Theft Info for Taxpayers

A
IRS

Identity Theft Information for Taxpayers

Identity theft
places a burden on
its victims

and presants

a challengs to
many businesses,
organizations and
governments,
including the IRS.
The IRS combats
this crime with an
aggressive strategy
of prevention,
detection and
victim assistance.

What is tax-related identity theft?
Tax-ralated identity theft occurs when someone
uses your stolen Social Security number [SSM) to
file a tax return claiming a fraudulent refund. i you
become a victim, we are committed to resclving
your case 83 quickly as possible.

“Wou may be unaware that this has happened until

wou e-file your return and discover that a return

slready has been fled using your S5M. Or, the IRS
may send you a letter saying it has identified &
suspicious return using your SSN.

Know the warning signs

Be alert to possible tax-related identity theft if you

are contacted by the IRS about:

= More than one tax return was filed for you,

s You owe additional tax, have arafund offsst or
have had collection actions taken against you for
ayear you did not file & tax return, or

» IRS records indicate you received wages or

other incomse from an employer for whom you
did not work.

Steps for victims of identity theft

If you are a victim of identity theft, the Federal
Trade Commission recommends these steps:

» File a complaint with the FTC at identitytheft.gow.

= Contact one of the three major credit bureaus to
place a ‘fraud alert’ on your credit records:

= www.Equifax com 1-800-525-6285

= www Experian.com 1-868-387-3742
+ wwiw TransUnion.com 1-800-680-7269
» Close any financial or credit accounts openad by
identity thieves
If your S5M is compromised and you know or
suspect you are a victim of tax-related identity
theft, the IRS recommends these additional steps:
* Respond immediately to any IRS notics; call
the numbar provided.
= Complete IRS Form 14039, idenfity Theff
Afficizyit, if your e-file return rejects becauss
of a duplicate filing under your S3N or you are
instructed to do s0. Use & fillable form at
IRS.gow, print, then attach form to your paper
return and mail according to instructions.

= Continue to pay your taxes and file your tax return,
even if you must do 5o by paper.

= |f you previously contacted the IRS and did not
have a lution, contact us for specialized
assistance at 1-800-908-4490. We have teams
available to assist.

More information is available at: IES govidentitytheft
or FTC's identitytheft. gov.

About data breaches and your taxes
Mot all data breaches or computer hacks result in

tax-related identity theft. It's important to know what
type of personal information was stolen.

K you've been a victim of a data breach, keep in
touch with the company to learn what it is doing

to protect you and follow the “Steps for victims of
identity theft.” Diata breach victims should submit

a Form 14039, Identity Theft Affidawvit, only if your
Social Security number has been compromizsed and
IRS has informed you that you may be a victim of
tax-related identity theft or your e-file return was
rejected az a duplicate.

OW You can reduce your risk

Join afforts by the IRS, states and tax industry to

protact your date. Taxas. Sscurity, Togsthar, We all

have a role to play. Here's how you can help:

= Always use security software with firewall and
anti-virus protections. Use strong passwords.

= Learn to recognize and avoid phishing emails,
threataning calls and texts from thieves posing as
legitimate organizations such as your bank, credit
card companies and even the IRS.

= Do not click on links or download attachmants from
unknown or suspicicus emails.

= Protect your personal information and that of amy
dependents. Don't routinely camy Social Sacurity
cards, and make sure your tax records are secure.

Sea Publicati 504 5 ity A f

Taxpayers to leam more.

NOTE: The IRS does not initiate contact with

taxpaysers by email to request personal or financial

information. This incluedes any type of electronic

communication, such as text messages and social

media channals.
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7// I@ Signs of a Data Breach

Know the Signs of Tax-Related
Identity Theft

 E-Filed return rejects due to duplicate Social
Security Number.

 Letter from the IRS inquiring about a suspicious
tax return that you did not file.
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Know the Signs of Tax-Related Identity Theft
(cont.)

 You get an IRS notice that you owe additional
tax or refund offset, or that you have had
collection actions taken against you for a year
you did not file a tax return

* You receive a Form W-2 or Form 1099 from an
employer for whom you didn’t work or benefits
from a government agency, or IRS records
indicate you received wages or other income
from an employer you didn’t work for
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56
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Report and Respond
Report Data Loss to IRS/States

Tax practitioners should report data losses or thefts immediately to the
IRS so that appropriate precautions can be made to protect clients from
fraudulent returns being filed in their names. Here's how to report data
thefts to the IRS:

- Contact the IRS and law enforcement:

- Internal Revenue Service, report client data theft to your local
stakeholder liaison.

- Federal Bureau of Investigation, your local office (if directed by
IRS).

- Local police — To file a police report on the data breach.
+ Contact states in which you prepare state returns:

- Email the Federation of Tax Administrators at
StateAlert@taxadmin.org to get information on how to report
victim information to the states.

- State Attorneys General for each state in which you prepare
returns. Most states require that the attorney general be notified
of data breaches.
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 TIGTA investigates IRS impersonation Scams
o phone number: 1-800-366-4484
o web address: www.tigta.gov
 Federal Trade Commission: www.FTC.gov
* National Center for Disaster Fraud (NCDF)
o phone number: 1-866-720-5721
o web address: www.justice.gov/disaster-fraud
 Department of Labor: www.DOL.gov/fraud
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Issue 7: Gig Economy
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g’ Are You an Employee or Independent
IRS Contractor?

7

Employee’s portion of Social Security, Medicare and
Additional Medicare taxes

e Behavioral control
* Financial control

* Type of relationship

59 IRS ISSUES CHAPTER 6 (Pages 247 - 248)



Employee or
IRS Independent Contractor?

7

« Employee

* Independent contractor

 Form SS-8
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85/ G susiness income

Independent Contractor
 Business transactions
 Recordkeeping

 Information Returns
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@ Self-Employment Taxes
X IRS

Self-employed/independent contractor
« Social Security
 Medicare taxes
* No employer matching
* Additional Medicare taxes

« Estimated taxes
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Tax Payments, Including
IRS Estimated Tax Payments

F///

Form 1040-ES - Estimated Tax for Individuals
* Direct pay
« EFTPS (Electronic Federal Tax Payment System)

 Form W-4 - Employee’'s Withholding Allowance
Certificate

63 IRS ISSUES CHAPTER 6
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f@ﬂ Employer/Payer Tax Obligations
p_ // IRS T ’

 Tax liabilities

* Filing and paying business taxes
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File Pay Refunds

Credits & Deductions

Help News

Forms & Instructions

Home / File / Businesses and Self-Employed / Small Business and Self-Employed / Gig Economy Tax Center

Gig Economy Tax Center

Individuals
Businesses and Self-Employed
Small Business and Self-Employed
Employer ID Numbers
Business Taxes

Reporting Information
Returns

Self-Employed
Starting a Business
Operating a Business
Closing a Business
Industries/Professions
Small Business Events
Online Learning

Large Business

IRS ISSUES CHAPTER 6

English | Espafiol | 2032 ({Bif) | S252 (2£88) | TH=201 | Pycckuii | TiéngVviét | Kreyolayisyen

What is the Gig Economy?

The gig economy—also called sharing economy or access
economy—is activity where people earn income providing
on-demand work, services or goods. Often, it’s through a
digital platform like an app or website.

Gig Economy Income is Taxable

You must report income earned from the gig economy on a
tax return, even if the income is:

* From part-time, temporary or side work

* Notreported on an information return form—like a Form
1099-K, 1099-MISC, W-2 or other income statement

* Paid in any form, including cash, property, goods, or
virtual currency

What to Do

Gig Workers

Find forms, keep records, deduct expenses, file and
pay taxes for your gig work.

Manage Taxes for Your Gig Work

m Gig Economy Tax Center
X IRS

YIRS

English ~ | "j—‘ Charities & Nonprofits ‘ E Tax Pros

Search Q

Your Taxes in the Sharing Economy :
Sharing Economy

) Glg

'i > Jh=Demand

"k:
|
“~

!
&

“WAcCess Economy

-

Your Taxes in the Sharing Economy YouTube Video

Digital Platforms and Businesses

Classify workers, repart payments, pay and file taxes
for a digital marketplace or business.

Manage Taxes for a Digital Platform
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